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Remote Attestation Use Case 2- 10T Device Onboarding & Maintenance

Demonstrate the deployment and maintenance of 10T devices leveraging technics of Peraton Labs and
Remote Attestation built onto existing lab infrastructure.

This Use Case may be combined with Remote Attestation Use Case 1- IoT Device Security and Authentication
Problem Statement:
How to insure that IoT devices are deployed singularly, and at scale, using remote Attestation.

How to insure that 10T devices can be seamlessly maintained (i.e. firmware upgrade) within a system using
Remote Attestation and not send false alerts when firmware fingerprints are changed.

Resolution:

® [Placeholder] Remote IP Camera A is being added to the network. Remote Attestation server is aware of
the addition and allows remote IP Camera A to join the network.

® [Placeholder] Remote IP Camera B is being added to the network. Remote Attestation server is not aware
of this addition and does not allow remote IP Camera B to join the network and also sends an alert.

* [Placeholder] Remote IP Camera C firmware is being updated. Remote Attestation server is aware of the
upgrade and allows remote IP Camera C to remain on the network.

® [Placeholder] Remote IP Camera D firmware is being updated. Remote Attestation server is not aware of
the upgrade. Remote Attestation server does not allow remote IP Camera D to remain on the network
and sends an alert.

® [Placeholder] IoT device additions at scale

® [Placeholder] IoT device maintenance at scale

https://sediment-Ifproject.github.io/

https://github.com/sediment-Ifproject/remote-attestation
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