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e Metrics
Deployment Architecture
Prometheus configuration and service discovery
Grafana Dashboards
Persistent Storage TSDB
o Alert Notification
e Logging
o Deployment Architecture
o Fluentd deployment and configuration
o Kibana Dashboard
o Alerts and Events

©)
©)
©)
©)



.. o o CILF

% Subset of ONAP PrOJects Used NETWORKING

’ ' 1’,{1! W - ’?' ﬁ g,— & ’ > LFN Developer & Testing Forum
& o / / W 7

For this setup and demo we used the below
ONAP projects.

- CDS
« Camunda
 Mariadb
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7 Metrics - Deployment Archltecture G
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. @ Node Kube
e Prometheus deployed in ONAP Exporter tate
cluster to scrape: 4 Y metrics
o Infrastructure Metrics
m Node Exporter for cAdvisor

(container
metrics)

node level metrics
m cAdvisor for container

level metrics
o Application level Metrics -. o - 21;;:"
e Prometheus remote write to W
Distributed TSDB ONAP Cluster

e Grafana queries TSDB for
plotting dashboards
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Scrape Conflg and Serwce Dlscovery
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° Deploy Node exporter, kube-state-metric server from AMCOP
(Aarna’s ONAP distribution)
gzssrter Kube state

metrics

e Edit Prometheus server configmap and add scrape job

- job_name: 'node-exporter’
kubernetes_sd_configs:
- role: endpoints

relabel_configs:
- source_labels: [ _meta_kubernetes_endpoints_name]

regex: 'node-exporter'

action: keep
- job_name: 'kube-state-metrics'

static_configs:
- targets: ['kube-state-metrics.kube-system.svc.cluster.local:8080']

This should make Prometheus start scraping the following:
e CPU, Memory and Network stats of the Node
e CPU, Memory and Network stats of all containers

Kubernetes resources metrics i.e number of deployment, pods,

statefulsets etc.

A

cAdvisor
(container
metrics)
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88 System / Cadvisor exporter % <8
Example:
Dashboard for
cAdvisor
related metrics v n AAAAAAA - N A A i

alertmanagerbot 0.144%

backups_pgbackups_1 0.0157%

https://grafana . et ——
.com/grafana/ _— <

dashboards/14

Memory Usage Memory Cached

alertmanager 9.80MiB  9.29 MiB 7 e alertmanager 877MiB  7.41 MiB

alertmanagerbot 877MiB  8.30 MiB aler 812MiB  7.28MiB
backups_pgbackups_1 245MiB 2.27MiB backups_pgbackups_1 348MiB  3.43MiB
bdpn 408MiB 377 MiB bdpn 459 MiB  40.6 MiB
bdpn-caddy 803MB  79.1MiB bdpn-caddy 136 MiB  83.6 MiB

bdpn-mnp-backend 154MiB 153 MiB bdpn-mnp-backend 452MiB  42.6 MiB
bdpn-mnp-frontend 182MiB 160 MiB — 3 - bdpn-mnp-frontend 467MiB  39.0MiB
bdpn-neptune-pilot 115MiB 111 MiB bdpn-neptune-pilot 13.4MiB 129 MiB

bdon-nentune-pilot-caddv 146MiB 133 MiB bdon-neotune-oilot-caddv 10.4MiB  8.49 MiB

Received Network Traffic Sent Network Traffic
7MB/s
alertmanager 237B/s 1458/s 6MB/s alertmanager 259B/s  9.59B/s
alertmanagerbot 3928/s 3148/s e alertmanagerbot 1918/s  171B/s
backups_pgbackups_1 0292B/s  0.02278B/s backups_pgbackups_1 08/s 08/s
bdpn 593B/s 58.28B/s A0 bdpn 756 B/s 236B/s

bdpn-caddy 200kB/s  345KkB/s bdpn-caddy 215kB/s  4.86kB/s



https://grafana.com/grafana/dashboards/14282-cadvisor-exporter/
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. Persistent Storage for Prometheus - F

g ] _ orum
¥ 6 Dl Rl 1 AR o LR b S
Worker 0 Worker 1 Worker 2
P

.Node M3 Kong

Exporter Coordi Ingress:32080(

.cAdvisor nator http)

.Redis

Apph"a“ T 4 Node K8s Cluster Control plane node

ONAP

ONAP Node #0

ONAP Node #1 | Distributed M3DB

M3DB integrates well with Prometheus and Grafana.
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. 1. i [
. Example rules.yaml in Prometheus, in%?(r)nrc:”ngelftLeeSLer\t\I/ri]t% rules
rules: target as alertmanager.
- alert: HighRequestLatency
expr:
job:request_ latency_ seconds:mean5m{job="myjob"} >
0.5
for: 10 1
ors o 2.Configure prometheus
«  Example configuration of alertmanager.yaml Alert manager alert manager to send
global: alerts to slack.

resolve_timeout: 1m
slack_api_url: 'https://hooks.slack.com/
route:

receiver: 'slack-notifications'

receivers:

- name: 'slack-notifications'
slack_configs:
- channel: '#monitoring-instances'

send_resolved: true

Alert
Message
Notification
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ONAP POD

ONAP POD —

v

ONAP POD

Elasticsearch

Kibana

v v

ONAP Cluster y

Fluentd
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e Fluentd deployed as daemonset, node Using a node logging agent
level logging agent in kubernetes

e Fluentd log capture
o Stdout and stderr log streams of

containerised applications.

)

Logging
Backend

o K8s system logs from kubelet, kube- I

proxy etc. Nl
e Configuration p— )

o Filters for the logs. [,‘-/ o otate 1 R—

o Configuration for transforming the
103S Logrotate by y

9 | kubelet.
O FLUENT ELASTICSEARCH HOST:Configure .

the elasticsearch host for storing the logs
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1,326 hits

e Login to the Kibana g1 [ o o o e L
dashboard and create | . ... -
intex patterns and n Mmoo aimeenm (LS
rules to view the "

Available fields o £
8 400
\ O @timestam
. @ S g 200
filtered logs g :
g 41200 11300 141600 141500 141600 141700 141800 141900 14 210 P
t _index @timestamp per 30 seconds
# _score
Time -source
\J t t
-type

» > Jul 8, 2019 @ 14:24:52.143  14q: {("type":"response’, "@timestamp”:"2019-87-88T18:24:52Z", “tags”:[], "pid":1, "method" :"get”, “statusCode" :208, "req

docker.container_id

@

{"url":"/bundles/4b5aB4aaf1c9485e060c503a8ff8cadb.woff2", "method” :"get”, "headers

kubernetes.container_im. {"host" :"localhost:5681", "connection”: "keep-alive", "origin":"http://localhost:5681", “user-agent":"Mozilla/5.8

(Macintosh; Intel Mac 0S X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3770.100

n  t kubemetes.container_im..

¢ Safari/537.36", “accept”:"#/+", "referer”:"http://localhost:5681/bundles/commons.style.css", “accept-encoding” : “gzip,
t kuberetes.container_na

o) > Jul 8, 2019 @ 14:24:51.779  1og: {"type":"response”,"@timestamp”:"2019-87-88T18:24:51Z", “tags”:[], "pid”:1, "method" :"put”, “statusCode" :288, "req

Kibemetes licet {"url":"/api/saved_objects/index-pattern/abSe9f38-alad-11e9-a738-792a99dd4fe3", "method" : "put”, "headers":

kubernetes.labels.app {host" :"localhost:5601", “connection” : "keep-alive”, “content-length” :"11718", “origin”: "http://localhost :5601", "kbn
version®:"7.2.0", "user-agent”:"Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_14_5) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.0.3770.100 Safari/537.36", "content

kubernetes.labels.control

kubernetes.labels.k8s-app
> Jul 8, 2019 @ 14:24:51.221

log: {"type":"response","@timestamp”:"2019-87-88T18:24:512", "tags":[], "pid”:1, "method":"get", “statusCode"” :200, "req
t k tes. | Is.ki
SR EATE {*url":"/api/index_patterns/_fields_for_wildcard?pattern=logstash
t kuberetes.labels.pod-te. *gmeta_fields=_sourcetmeta_fields=_idimeta_fields=_type&meta_fields=_index&meta_fields=_score", "method":"get", “headers":

{"host” :"localhost:5601", “connection”:"keep-alive", "accept” :"application/json, text/plain, */*","kbn

kubernetes.labels.pod-te
version”:"7.2.8", "user-agent”:"Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_14_5) AppleWebKit/537.36 (KHTML, like Gecko)

kubernetes.labels.statefu.

> Jul 8, 2019 @ 14:24:51.861 ]og: {"type":"response”,"@timestamp”:"2019-87-88T18:24:512", “tags":[], "pid":1, "method" :"post", “statusCode" :208, "req

kubernetes.master_url

{"url":"/api/saved_objects/_bulk_get", “method" :"post", “headers”:{"host" :"localhost:5601", "connection" : "keep

kubernetes.namespace_id alive", "content-length”:"7@", "origin”:"http://localhost:5601", "kbn-version":"7.2.8", "user-agent" :"Mozilla/5.8

(Macintosh; Intel Mac 0S X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.8.3770.10@ Safari/537.36", “content

kubernetes.namespace._

type” :"application/json", “accept”:"*/", "referer”:"http://localhost:5601/app/kibana", "accept-encoding”:"gzip, deflate,
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Configure rules and connectors for

alerts Log threshold
® GO tO StaCk management Under Alert when the log aggregation exceeds the threshold. Documentation 2
management

e Click on Rules and Connectors
inside Alert and insights

e Enterrequired fields, choose Log
threshold and select the required Field
field from the drop down below

WHEN THE count OF LOG ENTRIES

WITH message MATCHES >

message v

@version

@

_id

_index

_type
action.actionTypeld
action.name

action.name.keyword v Save
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IS more than 2

FOR THE LAST 5 m1nute§

Choose and configure the
required connector to get the
notification from the available Roticns

options and save Example: Slack,  seiectaconnector type S —
Email, etc.

GROUP BY Nothing (ungrouped)

NN

Index Server log

T D

Cancel v Save
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1. Bring in distributed tracing to the Observability Solution.
2. Have single pane of glass for metrics, logs and traces - which will be Grafana.
a. Datasources on Grafana will be,
I. Cortex - metrics
. Loki- Logs
lii. Tempo - Traces
3. Simplify the management of the storage Infrastructure by moving to solutions like
cortex(prometheus) and loki(log aggregator) which use S3 as backend storage.
4. Correlation between logs and metrics,
a. Use Promtail to fetch logs. Promtail implements service discovery, indexing and
storing metadata in storage similar to how Prometheus does for metrics.
b. With same labels/metadata in Loki and Cortex, any anomaly in the metrics can
be easily correlated to corresponding logs.
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Thank You!




