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Anti-Trust Policy Notice NENVORGE

* Linux Foundation meetings involve participation by industry competitors, and it
is the intention of the Linux Foundation to conduct all of its activities in
accordance with applicable antitrust and competition laws. It is therefore
extremely important that attendees adhere to meeting agendas, and be aware
of, and not participate in, any activities that are prohibited under applicable US
state, federal or foreign antitrust and competition laws.

*  Examples of types of actions that are prohibited at Linux Foundation meetings
and in connection with Linux Foundation activities are described in the Linux
Foundation Antitrust Policy available at
http://www.linuxfoundation.org/antitrustpolicy. If you have questions about these
matters, please contact your company counsel, or if you are a member of the
Linux Foundation, feel free to contact Andrew Updegrove of the firm of Gesmer
Updegrove LLP, which provides legal counsel to the Linux Foundation.
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Security

*  Achieves configurable, uniform and open-source-based security and secure
communications

*  Handles security at the platform level, not at the application level

«  Allows 3" Party applications to participate by leveraging the platform-level security

Logging
*  Supports open-source- and standard-based logging

»  Separates log generation from log collection/aggregation/persistence/visualization

— Handles collection/aggregation/persistence/visualization at the platform level

* Allows logging component stack to be realized by choices of vendors
\_ J

ONAP Architecture wiki page: https://wiki.onap.org/pages/viewpage.action?pageld=103417456
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(AAF had served its functions with rich features, but... \
AAF Shortcomings

We want to achieve configurable, uniform, open-source and standard-based Security

*  Handling security at the platform level
* s acustom solution for ONAP (or pre-ONAP) specific

*  Enabling uniform security across applications

Limited Open-Source community support
—  Complicated user store management n *  Minimizing app code changes and increasing integrity, extensibility and customization

—  Provides language-specific plugin (CADDI) > Facilitating 3" Party application secure communication with configurable AuthN/AuthZ

—  Could be a showstopper for commercial use
*  Allowing Service Providers/vendors secure integration between ONAP and others

*  Handles security at the application level

— Burdens to application development by managing — e.g.,, Vendor VNFM/CNFM, NF integration, External Apps

certificates, AuthN/AuthZ by each application . i . . .
* Service Mesh-pattern Security fulfills ONAP Security requirements

—  No uniform-way of security handling across ONAP

*  Experiences security compatibility issues with 3™ Party !
applications 4 )
- Ri%uires 34 Party app code modifications to work with Benefits to ONAP, ORAN and other External communities
—  Difficult to integrate/federate with operators’ security * Uniform, open-source- and standard-based security is a foundation for secure integration
ecosystems between ONAP, ORAN and other external communities

—  Not integrated with Kubernetes . . . .
* Keeping product impacts for security minimum

. Is an unmaintained project in ONAP; does not keep up with

the latest security evolution * Enabling Applications to focus on their own functionalities, not handling security directly
B Sofjupe;ct)':;nable S50 g iy e T io > Allowing 3" Party Microservices to participate in ONAP security by configuration

. More details, see AAF and Service Mesh Risk analysis
\_ _/ J
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ONAP uses these Open-Source Security Patterns:
Cli " Integration . . . .
‘ ‘ External I._.grg}[gr), e |stio Ingress Gateway handles incoming external traffic
redirect for AuthN / SSO : IdAM s
i e oauth2-proxy redirects OAuth2-based requests to IdAM.
_'_sg‘;_tfgv_r:;ss_ _ HTTPs { i jFederaon | e Keycloak is the IdJAM for AuthN/AuthZ, SSO, multi-tenancy and
( ) q user management including RBAC controls
o "‘r'é'fé;é'ﬁ‘c'é' ongress oauth2-proxy - IdAM i, Integration e For Ul Apps, provides redirection for SSO / AuthN / AuthZ
: o < : Option ) .
i e For App Clients, provides JWT and AuthN / AuthZ
f roat | — T
c = | 1P ® |stio acts as the Service Mesh Control Plane
mTLS | mTLS _Keycloak | - - . .
e Keep policies and authZ policies up-to-date for sidecar proxies
e Applications are sitting behind sidecar proxies
1 ) (— Pod ) . ' .
Pod Fod Tenantuser e Policies and configurations are used for Ingress Controller and the
ministration .
l App Instance A ' I App Instance B l Envoy proxies
L - L - e All the component communications are secured by mTLS.
Y Y q q a o . .
Sideca_]r oy )¢ mTLS >(_Sidecar o e This Archltecture allows Service Providers to integrate their own
#) — \__security ecosystem (external IdAM, External IdP) y
Control
ontro

|Envoy Proxy

keep authZ policies up-to-date for each proxy ':‘

-

Service Mesh Control Plane

Egress Gateway

It is being implemented — See Service Mesh Update for London

Acronyms
¢ IdAM = Identity Access Management
¢ mTLS = mutual Transport Layer Security

. . . . . . ¢ OAuth2 = Open Authorization
For Architecture details, see ONAP Next Generation Security & Logging Architecture « HTTPs= Hypertext Transfer Protocol Secure

External
Service
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get JWT

redirect for l f l

* In ONAP, Istio Ingress Gateway is chosen for Ingress, instead of
— Kubernetes/Nglnx Ingress

oauth2-p

App Client

Istio Ingress
Gateway

Ingress
Controller

— Itis a POD with Envoy Controller that does the routing

[

— lItis configured by Gateway and Virtual Service metadata for

mTLS | mTLS a2 N
intelligent routing, such as rules, load-balancing, traffic rate
limiting, policy-based checking, metrics collections
nglnx Ingress Istio Ingress Gateway
node port host port * All external secure communications go thru the Istio Ingress

Gateway

eo;ﬁ.ﬁﬁw eoﬁgﬁw — No Nodeport any longer, with the Istio Ingress Gateway option
yaml

Virtual
Service
aml

— Applications that are using Kubernetes/Nglnx Ingress must
migrate to use the Istio Ingress Gateway

Istio Ingress
Gateway

Envoy
Controller

*  Using oauth2-Proxy, Istio Ingress Gateway interacts with KeyCloak
(IdAM) for SSO / AuthN / Authorization

*  Once the client request is approved, it routes the request to the
Application Service(s)

. container port . container port
i Eomainer i oainer *  For Service Mesh with Ingress setup, see ONAP on Service setup
Envoy Envo, .
K8S Node K8S Node gul de

. 7 \ )
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KeyCloak Functions as Reference IdAM

integration option

O

External integration option

IdAM
D e —

Human Client
User Access Application
TLS
' ' v N

Ingress Controller
(Istio Gateway)

Ingress

federation External IdP
(e.g., LDAP,

Kerberos, AAF)

ONAP
IdAM
(Keycloak)

integrpti

oauth2-
proxy
External IdP
(e.g., LDAP,

Kerberos, AAF)

User/Tenant
) Administration

-—
Choice

If the vendor chooses their own IdAM (external IdAM), the AuthN/AuthZ GW should be able
to use the external IdAM, instead of ONAP IdAM — full integration choice

A. The external IdAM will handle AuthN/AuthZ for ONAP incoming traffic; session cookie
handling, session handling

B. The external IdAM will typically use their own IdP (external IdP) to verify their own user
identities

If ONAP IdAM is used, based on business use cases, the ONAP IdAM could interface with
the external IdAM, based on IdAM-to-IdAM interface configuration

A. SSO
B. Authentication federation (SAML) — not part of Istanbul

Tenant #A

Tenant #B

LFN Developer & Testing Forum
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Is deployed as the ONAP reference IdAM

Creates public and private key and JWT Token in
KeyCloak

Manages tenant/realm, user, group and roles
administration

Uses its internal IdP, and it can be configured to use
external IdP

Can be replaced with an external IdAM that is
compatible with OIDC/OAuth2

Can be configured to use multiple IdPs for Multi-
tenancy

The oauth2-proxy is used to bridge between ONAP
Ingress and KeyCloak for traffic redirect for SSO and
AuthN/AuthZ

For SSO, the login page is NOT part of the
application and is configured at KeyCloak

for more KeyCloak use cases, see ONAP Security &
Logging Architecture

~

J
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Istio Control
Plane .
( Service Mesh Pattern )
. A Service Mesh is a pattern for controlling communications
Control between services by configuration / policies
Plane Service Mesh Control Plane . It aims to achieve secure communications, authorization,
service discovery, load balancing and traffic routing
. It is dedicated and configurable while running at the platform
Data p|ane layer instead of the application layer
_ \_ J
East-West Traffic
discovery ( Istio \
222’;}?012?;0”’ . Fulfills ONAP Service-to-Service Security and Communication
requirements
. Makes traffic management transparent to the application
. Moves this secure communication out of the application and into
the control layer
. Is lightweight and simple to configure regardless of the
Envoy Proxy application size
. Istio Control Plane provides discovery, configuration, certificates
\ and others to all the sidecar proxies. )
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w5 oS *  The communication protocol between
) —— Service and Proxy is “HTTP”

*  ONAP Application does not handle
security directly and it is sitting behind

mTLS / Proxy" Proxy* its own proxy (sidecar)
HTTPs L (sidecar) (sidecar) . . .
\ N A— — For that, Service and its Proxy will
sit on the same POD to make
TLS / TLS / Q g 9 9
TS ey their communications internal
p MM mTLS / S . ~ . .
IS *  The communication protocol between
— — —_— —\ Proxies (sidecars) is mTLS via “HTTPs”
Pod Pod Pod Pod
h ( . . . ONAP Service-to-Service
* * g P P
(spig:gr) . - (55‘;22) - (siéz)::);r) (si;(:?;r)
mTLS / mTLS /

communications will be handled by
using Sidecar Proxies. This can make
MSB use optional for those
communications

HTTPs

DCAE
Service
\———

DCAE
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( K8S Cluster . D ( \
; *  Supports open-source- and standard-based
Log Generation : Log Collection / Aggregation / Persistence / Visualization I 0 g gl n g
node processes Node Iy .
— o N T\ | ot Fensis * Separates log generation from log
P ( Poo '1 (BN | pecehioyedazs collection/aggregate/persistence/visualization/an
-~ POD - p— N\ (F'“e“‘B") / that runs on every .
/ \ \ |npu_t : W /7.:7\ . // node of the cluster) a Iys | S
» is ; R f Feo ) ' —  ONAP Applications handle log generation only
'\ :pc;?;::;noenriﬁ?es o § S —  Logging Framework Stack will handle the rest
) | every message to . 4 ' /" \,_ — — . . .
e s %" g A(ggregan),r\ el *  Assumes all the ONAP applications push their logs
= Agent 2 ' \  (FluentD) /it & astic Searc q
" Pop F . \ / into STDOUT/STDERR
/ h W = . ___/
/ \ i A q - .
( P ot \ {mLs mTLs *  Provides reference implementation and can be
\ | lugin ication ' Q a
\ o / R / %pij:ecéfn \ \ ——— realized by choices of vendors
| \ gen Isualization
\ \(FluentBil ibana
/@_ . (F'_“B_‘ / O ) «  Deploys the Log Collector to every node and the
volurne m . Collector pushes log data to the
St |y . v Aggregator/Database
i Proxy K—ﬂm Proxy [ . )
L “(opiional) oporall L. outof scope | *  Conforms to SECCOM Global Requirements for
féf% the standardized log format
Logging Framework Functional Blocks: et . . . .
Collector *  Communications between Logging functional
Aggregator .
el blocks will be secure
Visualization \ )
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. For ONAP Logging reference implementation, FluentBit is used as the log collector.

*  FluentBit will be deployed to every node to collect log data from each application POD

. FluentBit will append container metadata to conform to Log Global Requirement

. In ONAP, FluentBit is configured to receive ONAP App log data thru the “tail” FluentBit input plugin

N\

L J
Docker Egg—ﬂ Kibana
events

user
FluentBit visualization
metrics from| (on every node - -
0s as a log forwarder) ts _————
Output - Elastic Search
. . ' ElasticSearch
(provides a routing
tail capability based on tls
(log files) Tag and Match Outout
configuration utput -
g ) Forward tis FluentD
ics from; > Input Parser Filter Routint i
process (plugins) - ¢ aqoregation
N " optional for
(provides dlf(erent (provides different (provides different (provides a buffering B (in‘i)tial PoC)
Input Plugins) Parser configuration) Filtering Plugins) mechanism in the
standard | - > file system to avoid
input {JSON, Regular {Kubernetes, data loss) Output -
Expression, LTSV, - oo
Xpression, s Standard Output, Others
) Logfmt, Decoders} Record Modifier,
Syslog ] MOd)'fy’ (output interface
efines destinations
A defi d
for the data - outputs «
- - are implemented as
¢ A impl d
systemD f—— (append to each record] plugins)
— from the tag, extract query Kubernetes API
- PoD Name Server, obtain
Others  f - Namespace -PoD ID
- Container name - Labels PoC Scope
- Container ID - Annotations
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_— PoC Status:

Dock . q q

events \ * Deployed FluentBit as a Daemonset to deploy it to every node in ONAP
] * Configured FluentBit to receive ONAP App log data thru the “tail” FluentBit input
metrics from I q

os | plugin
* Used FluentBit Kubernetes Filter to add container metadata
fog fles) *  Pushed normalized log output to ElasticSearch thru the FluentBit Output-
ElasticSearch plugin
metrcs g™ > biugins) F *  Visualized log data thru Kibana
ides different i i .
— B s oo provid Security Issues:
input S0 * FluentBit Daemonset with root-access is used to access log files in ONAP App PODs

] ES;’{;, * In ONAP, root-access users are not allowed for security reasons

Syslog ] *  Without root-access, deployed FluentBit cannot access log files in ONAP App PODs
S *  There was an attempt to use Daemonset SecurityContext, dropping all the capabilities

systemD f——— except file access, but this is not a clean solution.
— Suggested Solutions:

Others < * Reroute log files to where FluentBit can access

*  The rerouting mechanism is under investigation

. J
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ONAP Mainstream Architecture aims to facilitate ONAP adaptation and extensibility
for Service Providers / DevOps. The following would be study areas:

*  More component/sub-component modularity and independence

*  Component interface and behavior normalization / standardization

Extensible, customizable and substitutional component functions and
mechanisms

*  Well-balanced common/platform services vs. autonomous services

*  Pick & choose and Aggregation of functions

*  Unified and Platform-level security and logging across ONAP and SP OAM &
Network Resource domains

*  ONAP Mainstream Architecture skeleton outline
_ J
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