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Agenda

• Recap: Magma Mission, Overview & Architecture 

• Magma 5G SA in Release 1.7

• Magma 5G SA in upcoming Release 1.8 

• Magma 5G SA after Release 1.8

• Q&A

4

June 15, 2022



Connect the world to a faster 
network by enabling service 

providers to build cost-effective, 
extensible, and carrier-grade 

networks.

Magma’s Mission
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MAGMA OVERVIEW

(OTS H/W)

Federation 

Gateway

MNO Core

PCRF HSS

OCS Wi-Fi

Magma enables network operators to offer 

an open, flexible and scalable FWA and 

Private Wireless Network solution

Highlights

●Open source packet core and free to use

●3GPP generation (4G or 5G) & access 

network agnostic (cellular or Wi-Fi)

●Distributed and EDGE ready, local breakout 

for internet traffic

●Cloud Managed - Orchestrator can be 

deployed on a public/private cloud

●Vendor agnostic - works with standardized 

RAN H/W

●Scales horizontally

●Exposes REST APIs to integrate with 3rd-

party OSS/BSS 

CPE

Magma Access Gateway

SGW PGW

MME HSS

AAA

AGW

UPF AMF

AUSF PCF

SMF

UDM

LTE 5GWi-Fi

S6a, Gx, Gy

S1a,, N1, N2, N3

SGi, N6
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UNDERSTANDING MAGMA ARCHITECTURE
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Magma implements a hierarchical control plane motivated by SDN principles 7



Procedures / Features Available today

(1) Registration

(2) 5g specific Authentication

(3) PDU Session Establishment

(4) Idle mode and Paging

(5) Service Request

(6) UE initiated Session Release

(7) UE initiated De-registration

(8) Usage reporting & Charging

MAGMA 5G SA IN RELEASE 1.7

FWA

Private Wireless
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MAGMA 5G SA IN RELEASE 1.7
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Release/Source Code/Test Reports/Documentations/Support Channel

(1) Release Page: https://github.com/magma/magma/releases/tag/v1.7.0

(2) Source Code: https://github.com/magma/magma/archive/refs/tags/v1.7.0.tar.gz

(3) Image Version: - 1.7.0-1648152173-73e61141b

(4) AGW Headless Install 

configs:https://gist.github.com/shanku9/60a37bf6ce892f9cd90a093009af1f3b

(5) 5G SA Test/Validation Reports: 

https://docs.google.com/document/d/1ZESAclqI7uBG9WxzSMJMslKv7Usfxb1z/edi

t?usp=sharing&ouid=112274860638393563688&rtpof=true&sd=true

(6) 5G SA Documentation: https://docs.magmacore.org/docs/lte/integrated_5g_sa

https://github.com/magma/magma/releases/tag/v1.7.0
https://github.com/magma/magma/archive/refs/tags/v1.7.0.tar.gz
https://gist.github.com/shanku9/60a37bf6ce892f9cd90a093009af1f3b
https://docs.google.com/document/d/1ZESAclqI7uBG9WxzSMJMslKv7Usfxb1z/edit?usp=sharing&ouid=112274860638393563688&rtpof=true&sd=true
https://docs.magmacore.org/docs/lte/integrated_5g_sa


THE DEMO

Magma 5G SA Real Equipment
(Baicells gNB + Huawei Mate30 Demo)

YouTube Link:

https://www.youtube.com/watch?v=YNrXf0dVRi0&list=PLJbCWXM7NAtkb_
nEAO7Db2CupE7E8PKfl&index=6&t=3s
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gNB

https://www.youtube.com/watch?v=YNrXf0dVRi0&list=PLJbCWXM7NAtkb_nEAO7Db2CupE7E8PKfl&index=6&t=3s


Procedures / Features Targeted for 1.8 GA by end of June 2022

(9) 5G QOS

(10) Feature Parity with 4G (Stateless feature)

(11) Network initiated Session modification

(12) SUCI Extensions

(13) IPV6 & Dual IPv4/v6 Support

(14) GTP extension header support with QFI

(15) Remove Gateway Access to Orc8r-Internal Endpoints

(16) Support for NG Reset full and partial

FWA

Private Wireless
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5G MAGMA 5G SA IN RELEASE 1.8



(10) FEATURE PARITY WITH 4G (STATELESS FEATURE)

REDIS DB ENTRIES for UE CONTEXTOVERVIEW of STATELESS FEATURE SUPPORT IN AMF

• The stateless feature allows decoupling of state data 

and state functions. This is achieved by 

syncing(storing) amf_nas_state (state_chache) 

and amf_ue_state (ue_context) with Redis DB.

• The amf_nas_state sync is controlled by 

is_task_state_same flag. If is_task_state_same flag is 

false, it is synced. The amf_ue_state is synced if UE is 

in REGISTERED_CONNECTED state, or if 

force_ue_write flag is set to True.
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(12) SUBSCRIBPTION CONCELEAD IDENTIFIER SUPPORT (1 of 2)

SUCI FEATURE SUPPORT

• Encrypting Subscriber's Identity before sending it in any 

registration request

• Difficult to derive identity of subscribers by sniffers, IMSI-

Catchers

• MSIN part of IMSI get concealed by ECIES based 

protection scheme

• Two protection scheme defined Profile A, Profile B

SUCI CALL FLOW IN AGW



(12) SUBSCRIBPTION CONCELEAD IDENTIFIER SUPPORT (2 of 2)

MOBILE IDENTITY WITH SUCI PROFILE-B ENCRYPTION
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(14) GTP EXTENSION HEADER SUPPORT PROCESSING WITH QFI (1 of 1)

FASTPATH EntriesPACKET PROCESSING IN OVS KERNEL MODULE

• QFI value is set, in match (for uplink) and actions(for 

downlink) in OVS table for GTP.

• gtpu_ext_hdr and gtpu_ext_hdr_pdu_sc processing in 

OVS kernel module

• Uplink (GTP) traffic with qfi will be matched while 

entering the AGW (using table 0)

• Downlink (GTP header) will have the QFI value which 

is set in the packet going towards UE
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sudo ovs-ofctl -O OpenFlow13 dump-flows gtp_br0 table=0

cookie=0x0, duration=108.530s, table=0, 

n_packets=200, n_bytes=18400, reset_counts

priority=65503,tun_id=0x7fffffff,qfi=6,in_port=g

tp0 actions=set_field:02:00:00:00:00:01-

>eth_src,set_field:ff:ff:ff:ff:ff:ff-

>eth_dst,load:0->NXM_NX_REG9[],load:0x181c9-

>OXM_OF_METADATA[],resubmit(,1)

cookie=0x0, duration=10.742s, table=0, 

n_packets=0, n_bytes=0, reset_counts

priority=65503,ip,in_port=LOCAL,nw_dst=192.168.1

28.11 actions=load:0x2710-

>NXM_NX_TUN_ID[],load:0xc0a83c10-

>NXM_NX_TUN_IPV4_DST[],load:0x8000-

>NXM_NX_REG8[],load:0x1-

>NXM_NX_TUN_FLAGS[],load:0x6-

>NXM_NX_QFI[],load:0x181c9-

>OXM_OF_METADATA[],resubmit(,1)



QFI PROCESSING IN EXTENSION HEADER OF GTP (UPLINK AND DOWNLINK)
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(14) GTP EXTENSION HEADER SUPPORT PROCESSING WITH QFI (2 of 2)



(16) SUPPORT FOR NG RESET FULL AND PARTIAL

REDIS DB ENTRIES for UE CONTEXTOVERVIEW OF NG-RESET FEATURE

• NG Reset procedure is to initialise or re-initialise the 

RAN, or part of RAN NGAP UE-relate contexts, in the 

event of a failure in the 5GC or vice versa

• Cleans up the related ue context (or all based on 

options from GNB)

• In AGW the message is read by NGAP and the related 

cleanups are done in NGAP and AMF tasks 

respectively
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MAGMA 5G SA IN RELEASE 1.8 (Ongoing)
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Release/Source Code/Documentations/Support Channel

(1) 5G SA Documentation: https://docs.magmacore.org/docs/next/lte/integrated_5g_sa#integrated-5g-sa-fwa

(2) Release 1.8 feature related information : https://wiki.magmacore.org/display/HOME/Release+Features

(3) Release 1.8 Meeting : https://wiki.magmacore.org/display/HOME/1.8+Release+Meeting+Notes

(4) Join us in the Magma Slack for more collobarations

https://docs.magmacore.org/docs/next/lte/integrated_5g_sa#integrated-5g-sa-fwa
https://wiki.magmacore.org/display/HOME/Release+Features
https://wiki.magmacore.org/display/HOME/1.8+Release+Meeting+Notes
https://wiki.magmacore.org/display/HOME/1.8+Release+Meeting+Notes


Join and contribute @ https://github.com/magma/magma/tree/master/

UNDERSTANDING MAGMA 5G IN THE GITHUB
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THE DEMO

Magma 5G SA Call to demonstrate SUCI 
Concealment
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gNB



MAGMA 5G SA AFTER RELEASE 1.8 
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Magma 5G SA Roadmap Confluence Link: 

https://wiki.magmacore.org/pages/worddav/preview.action?fileName=WL+5G+SA+Roadmap.xlsx&pageId=12255291

https://wiki.magmacore.org/pages/worddav/preview.action?fileName=WL+5G+SA+Roadmap.xlsx&pageId=12255291
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5G TO PLAY BIG ROLE IN THE INDUSTRY 4.0 ECOSYSTEM



WAVELABS COMMITMENT TO MAGMA 5G SA OPEN SOURCE

EMBRACE ‘OPEN X’ NETWORK VISION WITH WAVELABS

Wavelabs is an ardent proponent of 'OPEN X’ network vision that enables unprecedented 
innovation, agility, choice, cost efficiency, and speed to market.

We help our clients to overcome challenges and realize the vision of the open and disaggregated 
'White Box' connectivity products and solutions a reality. 
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TWO ‘E’YE STRATEGY TO ENABLE ADOPTION OF MAGMA
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TWO ‘E’YE STRATEGY TO ENABLE ADOPTION OF MAGMA

THE PARTNER ECOSYSTEM CENTER AROUND 
MAGMA



Magma AGW in any of your Hardware

Magma Orchestrator in AWS

Try it ! We are Ready to Support it ! 

ENABLING THE ADOPTION OF MAGMA FOR 5G

Dedicated Channel 

for demo, integration 

support for 5G



ENABLING ENGAGEMENT, COLLABORATON, AND ADOPTION OF 

MAGMA FOR 5G
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Wavelabs Opensource
Magma 

Distro

Equipment Vendors
(OEM, ISV, Silicon)

• Integrated or Joint solution
• Engineering, value added and support Services

Service Providers
(Telecom, WISP, Satellite)

• Lab, PoC or Commercial deployments
• Consulting, delivery, integration, support, value added and 

managed services

Hyperscales
(AWS, Azure, Google)

• Wavelabs Magma distro in Hyperscales Market Place
• Consulting, delivery, integration, support, value added and 

managed services

Enterprises
(Education, Manufacturing..)

• Lab, PoC or Commercial deployments
• Consulting, delivery, integration, support, value added and 

managed services

System Integrators
(E2E, RAN, Orchestration..)

• Integrated or Joint solution
• Consulting, delivery, integration, support, value added and 

managed services
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Q & A



Thank You!

https://www.magmacore.org/

https://github.com/magma/magma

Kader Khan
SVP, Connectivity and Industry 4.0 

kader@wavelabs.ai

(M): +1-647-998-1977

Yogesh Pandey
Director, Core Networks, 

Connectivity

yogesh @wavelabs.ai

(M): +91-xxx 

Parthiban Nalliamudali
Director, Solution Engineering, 

Connectivity 

parthiban@wavelabs.ai

(M): +91-7022903371

29

https://www.magmacore.org/
https://github.com/magma/magma
mailto:parthiban@wavelabs.ai

