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O Novel Challenges [Service as you want, network as you de

Complex and huge networks, with various service requirements, Flexibility, Robustng
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O Novel Challenges [Basic model, and detailed policy design and i

TUsers

SNMP (Simple Network Management Protocol)

The first network management techniques for small-
scale networks focus on the configuration details o%%
network devices. [Device-Oritented with CLI] o

5
PBNM (Pol icy—Based Network Management) -

MWapping

| Mapping

Abstraction level

It can transform business requires and processes into
policies that efficiently configure and control
networks. [Policy-Based with ECA Template]

Configurafion detail

Technical dertails

* Manual: Configuraton automatic [No Reactlve]w
e Policy: Pol |cy—based autonomlc [Reactive] . 1.2. Three Levels of Communications Problems

° Intent: | ntent—dr iven autonomous [Proact“,e] . Relative to the broad SUbjECt of communication, there seem to be
. i, e, ' | problems at three levels. Thus it seems reasonable to ask, serially:
I DNM ( Intent-Driven Network Mariagement) : ( | LeveL A. How accurately can the symbols of communication be
e transmitted? (The technical problem.)
ID is an evolution of PBNM in management mode and| Lever B. How precisely do the transmitted symbols convey the
theory. Meanwhile, IDNM is an evolution of SDNs and NFV in desired meaning? (The semantic problem.)

Lever C. How effectively does the received meaning affect con-
duct in the desired way'? (The eﬁ'ggt iveness problem.)

terms of network architecture and key technologles
[ Intent-Driven with N »
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Intent driven management servi
CSC, Intent-CSP, and Intent-NOP.

Research on zero-touch net ork Intent-driven m
introduced as basis for policy-driven and desc*ﬂ@?es
requirements from a high abstractlon level.

NRMG cIar|f|es the intent concept and classmcatmn “*f%rtr
and defines the Intent lifecycle. ‘ ,

Research on the ' automat«gnetwork m:

formed by intents of autonomous nod

autonomous nodes. ,\
o .

Research on the gutomatlon network level whlle po”"htlng o

meets the%deﬂgn goa@B&LO -L5. - N
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Intent framework is introduced based oﬁ\t
also introduces Intent verification and Int




O Generic Architecture of IDN [Decouple, Intent Engine ]

Appliaction layer

NeBtwork_Load Routing Netwgrk Traffic Analysis Resource |
alancing Decisions Security management

Northbound Interface ( NBI )

gz
28
“Intent engine |
Intent-enabled |ayer ( Intent Translation Module ) ( Consistency Check Module )
d ( Policy Mapping Module ) ( Intent Verification Module )

Southbound Interface ( SBI )

Surjeusds
[onuo)

. Network Topology
$— e
Infrastructure layer >
| OpenFlow | DataFlow || openFlow | DataFlow || OpenFlow| DataFlow || OpenFlow Di:::t':w
. Interface Route Interface Route Interface Route Interface classification
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~ Intent Refinement
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> The training time of the refinement datasets increases with dataset size.

» The refinement accuracy can be improved by usiﬁ@fg@@ larger dataset, a
- :

» The BiLSTM-CRF method is superior to the LSTM-CRF m‘ethed%in“t\‘g@r:ms

extract information of intent forward and backward.

o=@ LSTM-CRF ==@=Bi.STM-CRF

| obtained with 20000 entries.
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BDI Model as Logic |

e | Belief Revision __/’_J%\ »| Option Generation -
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event(anomalousUsage(link)) L '
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O Implementation Platform on Intent Verification

Application Layer

I B

> Full-life cycle intent-driven network verification N I .

User Intent Table /

Intent Application Request Intent Application Request

framework. The verification module is deployed in ot

E 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
, :
1 1
| the control layer, which is connected to the | otheoud (1) . o
i yer, E Interface (NBI) Network Intent Table /* Intent Translation Muduiel %
i application layer and switches through north and | 5
1 1
I . I |ntent Enable Controll ; : =1
i south interfaces. a0 (6)Correction 2 |
. o 4
. o gro . . ] P P |- M i M d I St t M It | ﬂ
i > The intent verification framework proposed in this | it e st || &
1 1 1 .
. article realizes the full-life cycle verification of | (&) Conflct-free Poficy
1 1 F
: . . ! . i Southbound — ¥ &)
i intent, which can be used as a basic framework in | 0% <) @) IStatus Collection| =
i ‘ : Logic Rule Table R J§ 5 | &
i developing IDN. done | B g 2
: k. wilthal . s
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LFN Developer & [elst;i

O Implementation Platform on Intent Verification

we realize the intent feasibility verification through graph comblnatlon.
of users or network services. The text represents the port number an
bandwidth or network functions LB, IDS, Web, DDoS. ‘

> Since the intent application requests come from different endpomt groups %heymay have »

The primary purpose of verification is to ensure conflict-free merging betwg&v

5 S o e B B S A . s

l “LiHUFW, LB
permit: 80
: ! 4 7 |
2E1E4) fﬂr el T' If_{match({srcip=ZoneB, dstport=80, dstip=ZoneA})
/o b
/ 5 \5 e if (match(srcip=DNS, dstport = 53, dstip = Al})), FW > > IDS
A [ = ‘% /_.f-f""_';_ﬁ.;_\-,\'-““_'%-\\a if (match{srcip=Al, dstport=22 23 53, dstip=B1)), FW>>DDo5
=1\ [ & \ Tl AT S if _(match(srcip=Al, dstport=80, dstip=Web)), FW>>LB
= | BT % % 2
o [5 R ! if (match(srcip=DNS, dstport=53, dstip=B1), FW>>ID5
g '| " ¥ if (match(srcip=B1, dstport=80, dstip=Web)), FW>>LB
; : / I'«\ ____.-r""rr_,_. TR VLR o3
S I'E—I:__ _ pott” T:illll';'_i‘.lﬂ'.l'-'5
DNS
(a) Conflict-free policy in graph. (b) Conﬂu,t free pnllcy in Pyretic
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Yanbo Song, Chunga . I-Li > Intent-Driven N
Revision.




c
Mobility Traffic 2 5
Management Engineering g LE—‘w i———— External Entities
Contral Applications g ;
< : ‘ 3
---------------------------------------------- 1 — SDI Manager 11— SDI Resource
1 Management
Backhaul Controller (e.g. Ryu) 1 System
7 o | Topology Manager
Intent Engine RAMN 'g_' g 1
Path = <-l:\/~’\ Controller 53 L
Computation Q Intent o Cloud Controller Network Controller
Element Interface
__________ s = ! ' '
P [ Virtual Resources Virtual Resources
OpenFlow 0 emFlow | N X
[ ?ﬂgen‘t ] ’ ?ﬁ\gent l RAN Agent % Physical Resources Physical Resources
1= + :
El Computing Resources Networking Resources
| OpenV/Switch ‘ OpenVSwitch I EU_Z“ ] E] § P 4
Radiols) 3 Converged Heterogeneous Resources
= —
Switch(es) Access Point(s) £

.

.

i

> Flexibility and customization ser\;fjges; .
> Integrated network architecture; ;

> Open and programmable protocol;

. ";\ . n:*’“‘“ *i’ .
> Flexible and reconfigurable resources;

» Autonomous and much more intelligent

network mana
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