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The Evolution of Industry 1.0 to 4.0
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5G technology role in Industry 4.0 ecosystem

Fully Connected Intelligence 5G will play a big role in the Industry 4.0 ecosystem

Hot bets impacting future revenue mix Agriculture
- 3D Printing Automotive
Hardware, Phy5|Ca| D|g|ta| Digital and _— - —_— - Attificial g e
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Traditional Automation (Y ... -
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Industrial Sensors £ Retail & E-commerce
= 5@ technology is expected to play a big role in the 8
Industry 4.0 ecosystem Digital Twin S
Immersive = Implementation of 5G will help perform functions g Transport & Logistics
: f that were not possible earlier due to latency issues
co m.njunlcatlon, Software as a Sewice (Platform) Food & Beverages
cognition, human
intensions, desires,
mood.. Source: Secondary Research, Industry Journals, Expert Interviews, and MarketsandMarkets Analysis
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The Evolution of Mobile technology 1G to 5G
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5G designed ground up for several Industry 4.0 use cases

1 M IoT / Km?2

Up to 10 Gbps 1 ms/ 6X9’s/ TSN

Enhanced mobile Ultra-reliable and low
broadband latency communication

Massive machine type
communication

2017 LY From 3GPP R16 + R17 ZLEED From SGPPRIS ™ ZElrk

CCTV offload / transfer Motion control Street lightning
Augmented reality Remote surgery Security / Surveillance
Remote maintenance Mobile robots In-car operations
Asset management... Self-driving vehicles... Other massive sensors...




Private 5G Networks - The Major Opportunity Today and Tomorrow

Private 5C Network Market Size

Is Projected to Reach $13.92 PSLARIS
Billion By 2028 | CAGR: 40.9%6: MARKET RESEARCH
Polaris Market Research

Private 5G Network Market Size And Forecast

Private 5G Network Market size was valued at USD 1.2 Billion in 2020 and is projected to reach USD 16.05

Billion by 2028, growing at a2 CAGR of 38.8% from 2021 to 2028.

(ﬂ@ magma

Private 56 Network Market Size (2021-2026) ”Murket Data Forecast

The global Private 5G Network market was worth USD 1357.3 million in 2020 and is estimated that it will reach
USD 14248.96 million by 2026, registering a CAGR of about 40.9% between 2021 and 2026.

POLARIS

Private 5G Network Market Size Worth $13.92 Billion By 2028 | CAGR: 40.9%
MARKET RESEARCH

5G PRIVATE NETWORK PROJECTS HAVE
DOUBLED IN THE PAST YEAR

(e.g.) US$ 75 billion by 2020 from ABlresearch ABI researc h

New York, New York - October 26, 2021




Magma's Mission
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Magma Overview () magma

Magma enables network operators to offer ACCESS NETWORK MAGMA CONVERGED CORE MNO CORE
an open, flexible and scalable FWA and
Private Wireless Network solution REST APIS
igini)
Highlights g S1a N NONE Orchestrator  _  _  _ _ Federation _ seaGx Gy PCRF | HSS
""" . & NMS Gateway ocs Y wiri
.Open source packet core and free to use Radio  — ! :
SN— | |
@ 3GPP generation (4G or 5G) & access Nz i ;

network agnostic (cellular or Wi-Fi) 4G LTE/5G/

o Wi-Fi/ CBRS
@® Distributed and EDGE ready, local breakout

for internet traffic

® Cioud Managed - Orchestrator can be

SGi, N6 @

Internet

deployed on a public/private cloud

@ \endor agnostic - works with standardized
RAN H/W

Q

Cell Site Private Public

@® Scales horizontally (OTS HIW) Cloud Cloud
® Exposes REST APIs to integrate with 3rd-
party OSS/BSS
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Understanding MAGMA Architecture

Gx Gy SWx S6a SGs

Mag_ma Federation
Gateway

Orchestrator

4G-NAS

\\’

Message Bus (ZMQ)

3GPP Access Services

Magma
Access Gateway

TR-69

Control Proxy
(HTTP2 + TLS)

service
registry

grpc grpc
Q . .
g subscriberdb policydb
grpc
4G grpc
g  sessiond
grpc

4G grpc
pipelined

directoryd
grpc

Open vSwitch .
SGi/N6

GTP-U

GTP-U

Internet

Magma implements a hierarchical control plane motivated by SDN principles
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Magma Architecture Principles

dQ -
1. Allow for failure 2. Simplify failure semantics 3. Simplify recovery
Node failing should have Failure domain maps to Well defined state
limited overall impact clean state boundaries propagation for recovery
: Edge control plane(s) (AGW) Central control plane (orc8r) ' SMF ‘ SMF _
\‘:., ) ol Meticsd Pog O
_ Ottt/
b f LN 0 _rulepdateevent | [ ap,
Lk pod-1 pod-2 pod-3 i
pisterc. [ Disterc.  Dist EPC Dist. EPC Dist. CWAG [ Dist. CWAG [§ Dist CWAG D E : : ToEalcae e/ m%\_‘mm%; G
AGW W oW n_# o “,‘! g“\.\ por—

Edge interfaces Level interfaces

O |

eNodeB eNodeB wifi AP wifi AP WifiaP

O modify_session_req set_state_session_context

\ K ;
\“ /’ / Realized state Ii ) ‘/, N (session-1, add PDR,, remove PDR,, add URR,) (session-1, {PDR,, PDR,}, {URR,})
e ¥ 4
N0 UPF UPF

Edge host machines

- Model only service state
- Use level trigger




Magma 5G SA Supported Features

Procedures / Features Available today

(1) Registration

(2) 5g specific Authentication

(3) PDU Session Establishment

(4) Idle mode and Paging

(5) Service Request

(6) UE initiated Session Release

(7) UE initiated De-registration

(8) Dynamic Policy support & 5G QOS
(9) Usage reporting & Charging

Private Wireless

@ magma
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(1) Registration d

SUCI as mobile Identity GUTI as mobile Identity

[ UE ] RAN MME(AMF) | SUBSDB I
[ ] UE RAN MME(AMF) SUBSDB
1. Registration Request
> 1. Registration Request
2. Registration Request
» 2. Registration Reguest
>
3. Authentication/Security
> 2. |dentity Request
4 Calculated XRES <
€ 4. |ldentity Response
5. Authentigation Request »
< ' icati
< 5. Authentication >
&. Authentication Response 5. Authenticaton|Request/Response
> - »
7. Securjty Mode Command
< < 7. Securtiy Mode Comfnand and Response »
8. Security Mode Complete .
= urity P 9. Initial Contex] Request +
> Registration| Accept
2. Initial Context Request + < <
P Registration Accepp€ 10. Initial Context Responge >
10. Initial Contekt Response >
11. Registration Complete
11. Registration Complete > :




(2) 5G Specific Authentication

Subscription Identification de-concealing function (SIDF) decrypts SUCI using Home Network Private Key

(ﬂ@ magma

gMB

MGAP

SCTP_DATA_IND
ngap_amf_handle_initial_ue_message

callback

|_______

AMF

AUSF/Subscriberdb

MGAP_INITIAL_UE_MESSAGE
amf_handle_registration_request

callback

hJ

T
|
i
|
i
|
-

If type_of_identity is
SUCI and
protect_schm_id is
Profile A or Profile B

MSGSUCIRegistration
ue_pubkey_identifier, bytes
ue_ciphertext,
ue_encrypted_mac

Returns concealed
ue_msin

Authentication,

Initiate
Registration
procedures-

h J

SMC




(ﬂ@ magma

(3) PDU session establishment

Efficient level trigger operations, state management on Access side

[ UE ] [ RAN ] MME(AMF) SUBSDE [SESSIDND] [ PolicyDB ] [F"FE_IhED

1. PDU Session Esla:nlis"umen'. Request

o
MobilityD

2. Allocatel PviAddregsAsync()

—

3. Asynchl Ic-:a'.EI:Ad-:Ireag‘

4. Updatel ocationReq

a >
G. AsyncSetAmfSegsionContext
>
7. GetPaolicyDetails
* >
3. SetESMFSeszions
10. PDUSessionResoufceSetupReq + PDU 0. SetSmiSessiodContet < >
Session Establishmeant Accept [ — -
€ *
11. PDUResourceSetupRespon 5;
12. SetSmfSessionContext 13. Complete GTP Confg
> t

UE — OVS(UPF) to Internet




(4) Idle Mode and Paging

Idle Mode and Paging

[ UE

|

(o]

14. Paging

[ MME(AMF) ]

3. UE Context Releasze
Due to Inactivity

[ SESSIOND ]

4. SetSmfNotification

[ PIPELINED ]

1. SessionAdd

12. SetAmfNotification

>

P

[ RYU/IOVS ]

2. OVS Session Flow Adg

5. SetSMFSession
(INACTIVE)

P
8. OVS Flow Delete
P
7. Paging Flow for the
sesssion
P

11. SendPagingRequest

€

8. DownLink Traffic

< 8. EventOF PPacketIN

€

<€

13.

S==som »

OVS Drop Flows add hargl time for
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Idle Mode

Paging



(5) Service Request

[ UE

|

1. Service Reguest

RAN

o

&, BerviceReeques!
Accept

g

2. M2 message(Service
Reguest)

>

| MME(AMF) |

3. SetSmiMotification

| SESSIOND

7. ServiceRequest Acceapt B

+ [nitial Context Setup
« Seques:

9. InitialContesxdt
Setup Response

g

.
SetESmfSessionContext
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-
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I
8 SessionAddConfirmation
]
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(6) UE initiated PDU session Release

UE initiated PDU session Release

[ UE ] [ RAN ] [ MME(AMF) ] [ SESSIOND ]

1. POU Session
Releass request

[ PIPELINED ]

R LSS ]

:
2. MZ message(PDOU
Felease Reguest)

3. SetSmitotification
:
3. SessionDel
- . NS Sess h
- 5. NZMessage (PDU o » 4 OVS Session Flow
g, POU Session Seszion Pelease D=l
Felease Command = :'_'.:u"“'ﬂ'na'_'u:_l = ] g
-« o = »
7. POUSessionReleass
Fespomse
> Mobility D
g. PDU Session Releasg Complete
2

RezleazaPviiddress
—————




(7) UE initiated De-Registration

UE initiated De-Registration

UE ] [ RAN ] [ MME(AMEF) ] [ SESSIOND ] [ PIPELINED

1. Deregistration
Reguesi

:

Z. ZetSMFSession
(rels=ass]

3. SetSMFSassions
p .
- [release) »

4. Deregisiration Accep

-

A, UEContextRelease
< Command

=

.

WE ContextRleaseComplete
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(8) Dynamic Policy support & 5G QOS (1 of 2)

Architecture

(ﬂ@ magma

PCF

Orc8r Federation Gateway
CentralSessionController |
feg_relay | |SessionProxyResponder | n7_proxy
+ Service Based |_ sbi notification |_ N7
Interface A handler N J
http2 client
\___PolicyAssignmentController, Streamer ~—r+—«—71—7n7b7-—
—  Policydb :
. SessionProxyResponder
CentralSgssionController 1 LocalSessipnManager
~ -— :
SessionD - !

Access Control and
Management N _
PipelineD <«

—
SmdeuSessionSmCoD(ext pipelined

AmfPduSessionSmContext

Access Gateway

Magma




(8) Dynamic Policy support & 5G QOS (2 of 2)

Currently APN based Multiple QOS classes, _
Slice specific (future) Static and Dynamic... Session AMBR

E Policies Create New APN

o APNs
Q
Apn 1D Class D Priorty Level IMax Reqgd UL MayReqd DL Pre—empt.in.Jn Pre—empt.h—Jn Actions
Bw Bw Capability Vulnerability
apn.a 9 15 1000000 1000000 false false
internet 5 15 1000000 1000000 true true
internet1 9 15 4000000 6000000 true true
internet2 g 15 2000000 3000000 true true
internet3 9 15 4000000 5000000 true true

5rows 1-50f7 > 21
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QoS flow
- QoS Identifier (5QI)
- An Allocation and Retention Priority (ARP)

- GBR QoS Flow

* Guaranteed Flow Bit Rate (GFBR) for
both uplink and downlink

* Maximum Flow Bit Rate (MFBR) for both
uplink and downlink
- Non-GBR QoS Flow
+ Session-AMBR



(9) Usage reporting & Charging

& » 0O n

88 Subscribers -

UE Data Usage In
4GB
3GB
2GB
1GB

0B
17:20 17:30 17:40

== [MS1222456000000101, MSISDN: msisdn, APN: internet
== |MSI12224560000001017, MSISDN: msisdn, APN: internet1
== |MSI222456000000101, MSISDN: msisdn, APN: internet2

Throughput In
10.0 MBs
7.5 MBs
5.0 MBs

2.5 MBs

0Bs !
17:20 17:30 17:40

== |MSI12224560000001017, MSISDN: msisdn, APN: internet
== |MSI2224560000001017, MSISDN: msisdn, APN: internet1
= [MS1222456000000101, MSISDN: msisdn, APN: internet2

17:50

18:00

UE Data Usage Out

4GB
3GB
2GB
1GB

0B

17:20 17:30 17:40
== [MS1222456000000101, MSISDN: msisdn, APN: internet
== |MSI2224560000001017, MSISDN: msisdn, APN: internet1
== |MSI222456000000101, MSISDN: msisdn, APN: internet2

Throughput Out
10.0 MBs
7.5 MBs
5.0 MBs

2.5 MBs

0Bs !
17:20 17:30 17:40

== |MSI1222456000000101, MSISDN: msisdn, APN: internet
== |MSI222456000000101, MSISDN: msisdn, APN: internet]
= [MS1222456000000101, MSISDN: msisdn, APN: internet2

17:50




Understanding Magma 5G in the GitHub

Join and contribute @ https://github.com/magma/magma/tree/master/

<« > C & github.com/r

Apps [ Digital B3 networks

m amf
grpc_service
gtpvi-u

ha

& master + magma/lte /g lel

. rsarwad fix(agw): Added code to log emm cause in string format (#1

connection_tracker g level from
core

li_agent

sctpd

session_manager

B3 kubernetes

B 56 testing

fix(amf): Authentication reject f ecurity mode failure (#10751)

fix(amf): Cor Subs | +number" in amf (#10972)
chore(mme): add arp flow for paging event (#10448)
chore(mm update all oaiftasks to full include paths (#9870)

feat(agw): 1 handling of EP axt status IE in TAU requ...

fix(ag dded code to log emm c in string format (#11049)
fix(amf): Support for dotted dnn encoding and decoding (#11008)
fix(amf): criticality of different IE's changed for irent related o...
feat(agw): Added handling of EPS bearer context status IE in TAU requ...
feat(mme): >ontext release command on successful hanc

chore(mme tem inclu J f quo

cho mme): update all oai/ta s to full include paths (#9870)

¥ master ~ magma /Ite [ gateway / python / magma / pipelined /

pshelar feat(agw): EXPERIMENTAL: introduce eBPF datapath (#110170) | ...

app : EXPERIMENTAL: introduce eBPF da

ebpf - EXPERIMENTAL: introdu
ng_manager
openflow

qos

feat(pipelined): Adding UE IPv6 and IPv4 dc

(ﬂ@ magma

#11010)
2BPF datapath (#11010)
ipport in pi
lineD f 8256)

F datapath (#11010)




@magma
How we test Magma 5G SA

ﬁ,ﬂ.‘;’bs Magma Orchestrator in AWS

Feature
Development

Code Commit{FR)
with Unit Testing
Coverage == §0%

!

Integration Testing
(Warious Test Tools)

Regression
Testing

Bug Fixing

SIT - Physical
Equipments
&
PerfiScale Testing

Test Report
(Release
Validation)

Release/GA
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Automated CIl Testing and Reporting

@ magma-ci.web.app M % @

: Apps @ NewTab @ Build a Custom A... nagiosgraph / Dis... @ Getting Started [ Imported From Fir.. M Gmail @B YouTube BE¥ Maps B3 Magma [E3 DevOps Reading List

« ¢ 2 3 4 . o» Rows per page 20 #

Metadata Builds Workers
FB FB WL LTE CWF
Build ID Time Run Branch Actor AGW FEG ORC8BR NMS CWAG Spirent TVM 5G INTEG INTEG
filter | Iﬂlter |
c1638c09 1601022, 1665872514 master ardzoht ° ° ° 0 ° O o o O O
| JON — Report

@ about:blank
Wavelabs 5G SA test result report.

Magma build : 1.7.0-1641529342-c1638c09

| Scenario || Steps |
Test Case Name Test Run Result
Failed Passed Total Failed Passed Skipped Total

5G_Registration_PDU_Session_Establishment feature passed 0 1 1 0 27 0 27
ING_Setup_Failure_Unknown_PLMN feature |[passed |0 I 1 o |12 o 12 |
NG_Setup_Request_Magma feature passed 0 1 1 0 12 0 12
5G_Registration_PDU_Session_Establishment_with_ping_data.feature passed 0 1 1 0 28 0 28
ISG_Initial_Registration.feature |[passed o I 1 o |24 o |24 |




Demo - Let us see it running

(1) Registration
(2
(3
(4) Idle mode and Paging

)
) 5g specific Authentication

) PDU Session Establishment
)

(5) Service Request

(6) UE initiated Session Release
(7
(8
(9) Usage reporting & Charging

UE initiated De-registration

)
)
) Dynamic Policy support & 5G QOS
)

Procedures / Features Available today

(ﬂ@ magma




MAGMA 5G SA SUPPORT

=

(® | search magma
@ # wavelabs-5g-support v e |= B
% 1Pinned + Add a bookmark

MY nea@amep i :

Parthiban Nalliamudali 12:14 Pm Wednesday, October 20th v
Hello All,
Next Demo Video in the series -Adding Federation Gateway (FeGW) to Orchestrator (Orc8r)

P

* YouTube

Dedicated Channel
for demo, integration
S support for 5G

(j@ magma

Try it | We are Ready to Support it !

ﬁﬁ% Magma Orchestrator in AWS

Magma AGW in any of your Hardware



Wavelabs Commitment to Magma 5G SA Open Source @ magma

EMBRACE 'OPEN X’ NETWORK VISION WITH WAVELABS

5) https//magmacore.com

‘FM I"I' magma Use Cases Get Magma About Us
~ Iimplementation Partners
wave at . Technology Partners

Source Code £l

as 1o its Partners

Wavelabs is an ardent proponent of 'OPEN X’ network vision that enables unprecedented
innovation, agility, choice, cost efficiency, and speed to market.

We help our clients to overcome challenges and realize the vision of the open and disaggregated
'White Box' connectivity products and solutions a reality.
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Enabling engagement, collaboration, and adoption of Magma for 5G

o
0e® 0o
1(“?

Wavelabs

ffMﬁ magma

NN

wavelabs

Magma
Distro

Equipment Vendors
(OEM, ISV, Silicon)

Service Providers
(Telecom, WISP, Satellite)

Hyperscales

(AWS, Azure, Google)

Enterprises
(Education, Manufacturing..)

Fixed Wireless Access | Private Wireless Network

System Integrators
(E2E, RAN, Orchestration..)

Integrated or Joint solution
Engineering, value added and support Services

Lab, PoC or Commercial deployments
Consulting, delivery, integration, support, value added and
managed services

Wavelabs Magma distro in Hyperscales Market Place
Consulting, delivery, integration, support, value added and
managed services

Lab, PoC or Commercial deployments
Consulting, delivery, integration, support, value added and
managed services

Integrated or Joint solution
Consulting, delivery, integration, support, value added and
managed services
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Q&A



Kader Khan
SVP, Connectivity and Industry 4.0

kader@wavelabs.ali
(M): +1-647-998-1977
—

W»

Suresh Gorijavolu
AVP, Connectivity and Industry 4.0
Engineering

suresh@wavelabs.ai
(M): +91-9849868128

Thank You!

https://www.magmacore.orq/
https://github.com/magma/magma

Parthiban Nalliamudali

Architect, Connectivity and Industry 4.0

parthiban@wavelabs.ai
(M): +91-7022903371
—
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