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Honolulu Global Requirement

• CII Website Documentation reviews:
– Crypto Credentials Agility
– Implement Secure Design

• One Work Item for many projects:
– Review any Crypto Weaknesses

• https://jira.onap.org/browse/REQ-443



CII Website Document Reviews
• For both reviews:

1. Log into the CII website and check your answer
2. If your application can say “Yes, we do that”, 

then click “Met”
3. If your application is “Yes, we should do that but

don’t currently,” then click ”Not Met” and file a 
Jira ticket

4. If your application doesn’t do this and doesn’t 
need to do it, then click “Not Applicable”



Crypto Credentials 
Agility



Crypto Credentials Agility

• This CII Badging requirement says:
– “The project MUST support storing authentication 

credentials (such as passwords and dynamic 
tokens) and private cryptographic keys in files that 
are separate from other information (such as 
configuration files, databases, and logs), and 
permit users to update and replace them without 
code recompilation. 

– If the project never processes authentication 
credentials and private cryptographic keys, select 
'not applicable' (N/A).”



Notes:

• If all of your credentials come from OOM 
and are accessed through Kubernetes 
secrets (such as environment variables or 
mounted volumes), then you can safely 
answer “Met”



Implement Secure 
Design



Implement Secure Design
• This CII Badging requirement says:

– "The project MUST implement secure design principles (from 
'know_secure_design'), where applicable. 

– If the project is not producing software, select 'not applicable' (N/A).

• The CII details for this requirement say:
– For example, the project results should have fail-safe defaults (access 

decisions should deny by default, and projects' installation should be 
secure by default). 

– They should also have complete mediation (every access that might be 
limited must be checked for authority and be non-bypassable). 

– Note that in some cases principles will conflict, in which case a choice must 
be made (e.g., many mechanisms can make things more complex, 
contravening 'economy of mechanism' / keep it simple).



Notes:

• This is a follow-on question from the 
Passing level badge question that at least 
one person on your team needs to 
“understand secure design”.

• This question asks if you are actually 
doing it.



More Examples of Secure Design

• economy of mechanism 
• fail-safe defaults 
• complete mediation 
• open design 
• separation of privilege 

• least privilege 
• least common mechanism 
• psychological acceptability 
• limited attack surface 
• input validation with 

allowlists, not denylists.

“The Protection of Information in Computer 
Systems” Saltzer and Schroeder

https://web.mit.edu/Saltzer/www/publications/protection


Review Crypto 
Weaknesses



• We will be writing Jira tickets on these

Review Crypto Weaknesses

aai aai-common 9
cacher 1
model-loader 1
rest-client 1

appc 20
ccsdk apps 2

sli-adaptors 3
sli-northbound 2
sli-plugins 6

clamp 2
dcaegen2

collectors-
restconf 9
music 5
optf cmso 12

fgps 2
has 2

portal 2

sdc 3
sdnc-northbound 1
so 9
vfc-nfvo-driver

svnfm-huawei 2
vnfm-svnfm-nokiav2 3

vid 2
vnfsdk-ves-agent 1



To Find All of The Issues
• Go to 

https://sonarcloud.io/organizations/onap/projects
• Click “Issues” (upper left)
• Click “Security Category” (center left)
• Click “Weak Cryptography”



Go to https://sonarcloud.io/organizations/onap/projects



You Do Not Need to Login



Click on “Issues”





Click on “Security Category”





Click on “Weak Cryptography”





Drilling Down



Note the Estimated Effort to Fix

Most common estimates: 2, 5 and 15 minutes.
Not all have an estimate.



Note How Long Ago It Was Found



Direct Link to the Code



A View With the Code

Each Jira 
ticket will 
go 
directly 
to this 
view



Click “Why is this an issue?”



Details on the issue



Also Shows Sample Code

And lots more info on each issue

Both noncompliant samples AND
Compliant code samples



Honolulu Global Requirement

• CII Website Documentation reviews:
– Crypto Credentials Agility
– Implement Secure Design

• One Work Item for many projects:
– Review any Crypto Weaknesses

• https://jira.onap.org/browse/REQ-443



Thank you!
Q & A




