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Multi-tenant for ONAP

tenantl Merit The change is thin and controllable, which does
| / \‘Q not affect the original functions.
ogin
9 uery data Flaws Basic data is not isolated and may conflict. For
example, if a tenant creates a block with the
same name, it will be identified as the same
ONAPagsS Portal ) \ name in the ONAP system.
A 4
Tenants Portal / Change 1: The Multi-tenant-service records
/ \ the home tenants of all data and provides
interfaces for adding, deleting, modifying, and
After login, share the querying data.
current user\to ONAP
ONAP /
Portal / Change 2: When data is accessed on all
oria pages, data is obtained based on the original
(New) Multi-tenant-service: / process and then filtered based on tenantiD.
DB:relations of tenant and
bulidingblock’;/
APt filter block~ nantiD
— T
S}Z{Q/ VID || policy | ...other Change 3: When data is added or deleted, the
' Multi-tenant-service interface needs to be invoked
A A 3 — 3 to update the relationship between data and
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Key Point :

1. Add the tenant id to session, let ONAP to know who is login.
2. Add a table to record the relationship of tenant id and
buildingblock id, so 2 step should be done:

stepl: when create a buildingblock, you should record the relationship

into the table;
step2: when you want to get the buildingblocks from interface, and then

use the relationships to filter the data what you got from DB

We used SDC and AAI to verify the scheme
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On SDC: Two points should be done

tentl
L
login \‘Querxy\data

ONAPaaS Portal ) \
Tenants Portal / Inertt code in two
/|
After login, share the /
current user\to ONAP
ONAP /

Portal /

( New ) Multi-tenant-service: / /

DB:relations of tenant and ]
bulidingbloV/

APi.fiiWnantiD
// .
S}Z{V VID policy || ...other
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On SDC: Insert tanent_id with simulation

SDC can simulate the login by simulation, modify the original login interface, add the tenant
attribute and save it to the cookie.

< C @ F==% | 192.168.2.173:8285/ ogin

Webseal simulator _

Login: i

ﬂg'f‘ Login by Tenant Id + User Id: Could
;;d tenan0i ¥ — operate the data of the tenant only
ser id. User 1d:cs0008 or jm0007

Password: Password:123123a

Login -

Quick links:

full hame userid role action n

dimmy Hendrix  jh0003 Admin create
Carlos Sant ooos  Desi It .
S “HE === Login by User Id: Could operate all of data

Johnny Depp jmaaay  Tester create
Aretha Franklin -~ op0001  Ops create

David Shadmi gv0001  Gowvernor  create
Create Al
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SDC Home Data Filtering

Stepl: find the API: rest/v1/followed

(Use Chrome to open the SDC page, and open developer—

Step2: To find the code of the API from SDC code by
the path.

meﬁe ) G mevensh % | [ Movers x | & tareptic X | X liuscgres X | G forgi- e | 5 Dockertt x || Boyond ¢ x | [l Gotingst % | @ loginbum x | & 58 x| + x
l224 | 192.168.2.173:8285/sdc1#!/dashboard % 6
SDe HOME  CATALOG ~ ONBOARD  DCAEDS  WORKFLOW Search a &
V141 SNAPSHOT
ACTIVE PROJECTS 6
Check Out 5 3 s 3 ]
Check In 1
FOLLOWED PROJECTS 2 ® 4]
Ready For Testing 2 DD IMPORT
In Testing 0 T2 12112333 Tenant01-001 Test-T0001
Vo Vo2 voi
Gertinied o Ready For Testing In Design Check Out Ready For Testing In Design Check In
httpMethod notes =
v PN ®
message =
message
Test-vf001 Test-vf002 Test---PNF Test---Cr001
Vo1 voi Vo voa
® @] | Elements rmance  Memory fty  Audits ®2] i >
e va e s <
Fier tide data URLs ()| XHR IS Cs Img Media Font Doc WS Manifest Other
10ms 200ms 200ms 00ms s00ms 600ms 0m “00ms %00ms 1000 ms 1100 ms 1200ms 1200ms 1400 ms 1500ms w
e e e —

3 requests | 252 KB transferred | 2

Cov v General
Request URL: nttp: //192.168.2.173: 8285/5dc1/FeProxy /rest /vl /Followed
Request Method: GET
Status Code: ® 200 0K
Remote Address: 192, 168.2.173:8285
Referrer Policy: no-referrer-uhen-doungrade

Step3:

urce: v Response Headers  view parsed
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SDC Code modification to achieve data filtering

entServlet. getFollowedResourcesServices() MultiTenantService.filerResultByTenantld()

21 @ = Either<Map<String, List<? Component>>, ResponseFormat> filerResultByTenantId(Either<Map<String

(either.left().value() != {
ring rId)

userData = either.left().value() String tenantId)
Either<Map<5tring, List<? Component>>, ResponseFormat> followedResourcesServices = getElementBL(reques
. . . s - (resources.isRight())
(followedResourcesServices.isRight()) { .
[

3\ L

.debug( )
s . . resources
buildErrorResponse(followedResourcesServices.right().value()) !
y I
J TODQ test start: to filter resource by tenant, and tenant id is saved in session (G- vy, (o5 TOIpERETES: Ty 2 FESemRERS: L) ) Erarg ()
TODO test start: to filter resource by tenant, and tenant id is sav in session. )
- c = — — - 1
followedResourcesServices = filterElementByTenantId(request, followedResourcesServices) ¥ i .
1000 test end String = entpy. getkey()
— - List<? Component> values = entry.getValue()
Object data = RepresentationUtils.teRepresentation(followedResourcesServices.left().value()) - o .
! * v MY (values alues.isEmpty())
v - v s.isEmpty())
res = buildOkResponse(getComponentsUtils().getRedponseFormat(ActionStatus.0K), data) . . o
¥ { (
res = buildErrorResponse(getComponentsUtils().getRe§ponseFormat(ActionStatus. (
¥ . . .
- Iterator<? Component> iterator = values.iterator()

(iterator.hasNext())

Object obj = iterator.next() Fi Iter data

Component component = (Component)obj

enericServlet. filterElementByTenantld()

TODO test start: when get date from DB, to filter by tknant id String uuid = component.getUUID() by tena nt

(!isComparedWithId(uuid, tenantId))

Either<Map«<S5tring, List<? Component>>», R&sponseFormat» filterElementByTenantId(@eonte
. i N
Either E = I(j
iterator.remove()
552 Y
String tenantId = getTenantIdFromCookie(request) 3
(tenantId == tenantId.isEmpty()) h
- resources
1 ;
I3
resources

T

MultiTenantService multiserver = MultiTenantService()

Either<Map«<5tring, List<? Component>>, ResponseFormat:> filtered = multiserver.filerResultByTenantId(resources, tenantId)

filtered
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Test Result: Using two tenant-id to create services

Login with tenant01 + cs0008:

sDC
. v 41 -SNAPSHOT HOME CATALOG ONBOARD DCAE-DS WORKFLOW
Login: ——
ACTIVE PROJECTS 1
B 5
Tenant id: tenantdl v . . [ JCheck Qut 1
Create service: Ocheckin ]
User id: ICSDDDB I::> service-Tenant01-001 FOLLOWED PROJECTS 0 ® 5]
. [JReady For Testing 0 ADD IMPORT
Password: I ....... Clin Testing . Service Tenant01-001
- Vo1
[ Certified 0

In Design Check Out

Login

Login with tenant02 + cs0008:

L Dgin . o smApsHOT HOME  CATALOG  ONBOARD  DCAE-DS  WORKFLOW
T t d ACTIVE PROJECTS 1
BNt 10 tenantd2 v . — .
_ Create service: :Z:E:: . ; °
User i 50008 _ L> service-Tenant02-001 onommrores o ® .
Password: I....... [_JReady For Testing 0 ADD IMPORT .
[1In Testing ] Service-Tenant02-001

VoA

e o
| Certified In Design Check Out

Login with cs0008:

Quick links:

sDC
w1.4.1-SNAPSHOT HOME CATALOG ONBOARD DCAE-DS WORKFLOW

ACTIVE PRCJECTS 2

full name userid role action [ Check Out 2 s 5
Jimmy Hendrix  jh0003 Admin Create [CICheck In 0

Carlos Santana  cs0008  Designer  create FOLLOWED PROJECTS 0 ® th

f ] Ready For Testin 0 ADD IMPORT
Johnny Depp jmo007  Tester create I feacy ¢ ] )
[ Testing 0 Service Tenant01-001 Service-Tenant02-001
Arstha Franklin - op0001  Ops Create B v Vo
[ Certified 0
In Design Check Out In Design Check Out

David Shadmi gw001  Gowvermnor  create

So, SDC is easy to do, but AAl is very difficult to change, To be conti
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AAl code analysis ---resource relationship

The main code is in aai-resource:
aai-oxm-v16.xml: define all APl interfaces
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AAl - @get Interface analysis

Interface entry Get tenant _id from header:

The result returned by this interface is a
response structure, and the actual return
value is a JSON or XML result in string format.
But because we don't know the specific object
in here, we can't automatically identify
the only key value, so we can't filter the
data very well.
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1. This is just a simulated multi tenant scheme, because it does
not achieve real data isolation

2.5DC can be implemented through simple changes, but AAl is
very difficult to do this, requiring major changes or other
better solutions

3. Other modules have yet to be verified

4. There are defects in the scheme itself, such as the inability to
create a buildingBlock with the same name, but the single
user cannot perceive the error
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Next step

1.Does the community has plans to implement a
multi-tenant solution? And how to do it

2.Welcome everyone to join us to explore a feasible
multi-tenant implementation

3.We hope that more people in the community can
join us, and discuss how to achieve multi-tenancy.
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