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Introduction to L3AF01.
Architecture of l3afd02.
Building l3afd on windows03.
Running l3afd04.
Swagger API with l3af05.
Attach sample eBPF program on
Windows
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Testing eBPF-for-Windows with
l3af
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Today’s Agenda 
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Introduction to  

Lightweight eBPF Application

eBPF programs as a Service
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Architecture:
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Why leaf was moved on the
windows?
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Building l3afd on windows



Steps to build l3afd on windows:
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Running l3afd on windows
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Swagger API with l3af
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Testing eBPF-for-Windows with l3af

Working with payload files
Run payload.json using l3afd

curl -X POST http://localhost:53000/l3af/configs/v1/add -d "@cfg/payload.json"
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Continued Agenda ........

I. XDP PROGRAM

Introduction to rate-limiting

Loading xdp eBPF program using l3afd

Unloading xpd eBPF program uing l3afd

Codebase Changes

II. MONITORING AND OBSERVABILITY

Monitoring eBPF programs on dashboard

using l3afd

With the help on Prometheus and Grafana

Windows Exporter for exporting metrices

III. INTRODUCING ETW TRACING

Introduction to rate-limiting

Loading xdp eBPF program using l3afd

Unloading xpd eBPF program uing l3afd

Codebase Changes

IV. CODE BASE CHANGES AND PR

l3afd --> l3af-on-windows #262

l3af-arch --> L3af on windows #68
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https://github.com/l3af-project/l3afd/pull/262
https://github.com/l3af-project/l3af-arch
https://github.com/l3af-project/l3af-arch/pull/68


Ratelimiting XDP Program

User Space Program
Sliding Window Approach
Input as "traffic rate" --> maximum allowed
connection rate per unit of time 
Traffic Patterns --> doesn't require a
predefined "traffic burst" value as input.
Instead, it adapts to the actual traffic
conditions it encounters.

It uses:

13



Loading ratelimiting
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Ratelimiting Payload
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add_payload_win.json
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Swagger Output



delete_payload_win.json

Unloading ratelimiting

18



Observability and Monitoring
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What is needed ?

Windows exporter
Grafana for windows

Prometheus as Service in Windows

Prometheus & Grafana
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L3afd Metrices
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Windows Exporter
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Ratelimiting Graph
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Grafana Monitoring
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ETW Tracing of eBPF programs
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+ 5G - UPF

Future Plannings

L3AF on Kubernetes

Direct loading of eBPF  
into kernel
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Now, Windows user be like :

User



Thank You
 Audience
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